NHO®OPMALIMOHHAS ITAMATKA
1o 0e3onacHocTH B cetn UHTEpHeT

C KaXAbIM TOI0M MOJOAEKH B MHTEPHETE CTAHOBUTHCA OOJbINE, a IIKOJIBHUKUA OJHU U3
caMbIX AaKTHBHBIX IIOJb30Baresiell PyHera. Mexay TeM, MOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECEeT U MpOoOJIeMBl. DTa MaMsATKa JOJDKHA IMOMOYb TeOe Oe301acHo
HaXOJIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOHl SBISETCS CIOCOOHOCTh K PasMHOXKEHHIO. B jomoiHeHune K 3TOMY,
BUPYCbl MOTYT IOBPEAMTb MJIM IIOJIHOCTBIO YHUUYTOXXUTb Bce (ailibl M JaHHBIE,
MOJKOHTPOJIBHBIE TTOJIH30BATENI0, OT MMEHU KOTOPOTo OblIa 3aIlylleHa 3apakeHHasi IporpaMma,
a TaKXe MOBPEeIUTh WIM JIa)KE€ YHUYTOXKUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
11eJ10M. B O0NbIIMHCTBE CllydaeB paclpoCTPaHSIIOTCS BUPYChl UEPE3 UHTEPHET.

MeToapl 3alIUTHI OT BPCOAOHOCHBIX ITPpOIpaMM:

1. Hcnonb3yli COBpEMEHHBIE OIEpAllMOHHBIE CHUCTEMbl, UMEIOLINE CEPbE3HbI YPOBEHD
3aIIMTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TloctossHHO ycTaHaBiMBai madtd (IUQPOBBIC 3aIUIATKH, KOTOPHIC ABTOMATHYECKHU
YCTAHABJIIMBAIOTCS C IENBI0 JOpabOTKM MpOrpaMMbl) M JIPYrHe OOHOBJICHUS CBOCHU
orepanmoHHol cucreMbl. CkauuBail X TOJNBKO ¢ ounmuaipHoro caira pazpadorunka OC. Eciu
CYIIECTBYET PEXKHM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIIOYH €T0;

3. Paboraii Ha CBOEM KOMIIBIOTEpE IO IpaBaMH IOJIb30BATEIIS, & HE aJIMHHUCTPATOpA.
OTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrPaMM HHCTAIMPOBATHCS Ha TBOEM
MIEPCOHATBHOM KOMITBIOTEPE;

4. Wcnonp3yil aHTUBHUPYCHBIE MPOTPaMMHBIE NMPOAYKTHI M3BECTHBIX IIPOU3BOJUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuyub PU3NUYECKUI TOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Vcnonb3yli BHEIIHWE HOCUTENU MH(OpMaLUHU, Takue Kak (remka, AMCK WK Qailn us3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DaiiiIbl, TOJyUYEHHBIE U3 HEHAJIEKHBIX UICTOYHHUKOB. [{axe
Te (ailsibl, KOTOPbIE MPUCIAT TBOW 3HAKOMBIN. Jlyullle yTouHM y HETro, OTIPABJISL U OH TeOe uX.

Ceru WI-FI

Wi-Fi - 370 He Bu Mepenaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Hupaepmanickas koMmmnaHus 3apeructpupoBasa O6penn "WECA", uto o6o3Hauasno
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoaUTCS Kak "GecrpoBOIHasE TOYHOCTH".

Jlo Hamiero BpeMeHM Jonula Jpyras abOpeBuarypa, KOTOpas SIBJISETCS TakoW ke
TexHosorueit. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAApT
BbIcIIel 3ByKoBoO TexHuku Hi-Fi, uTo B nepeBojie 03HauaeT "BbICOKasi TOYHOCTH".

Ja, OecraTHBIA MHTEPHET-IOCTYN B Kade, OTENsAX U a’pomopTax SBISETCS OTIUYHON
BO3MOXKHOCTBIO BBIXO/Ia B MHTepHET. Ho MHOTHE AKCHEepTHl CYMTAIOT, YTO 001ienocTynubie Wi-
Fi cetu He BIAOTCS OE€30IIaCHBIMHU.

CoBertsl 10 Oe30macHOCTH paboThI B 00MIeI0CTYIHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro JWuyHyH HHpopManuio dYepe3 oodOmenoctynueie Wi-Fi cern.
PaboTast B HUX, jKeaTeNbHO HEe BBOJIUTH IMAPOJIH AOCTYIA, JJOTHHBI U KaKhe-TO HOMEpa;



2. Ucnonp3yih 1 OOHOBISAI aHTUBUPYCHBIE MporpamMmbl U Opanamayep. Tem caMbIM Thl
oOe3omacuib ceds 0T 3aKaYKH BHPYyCa Ha TBOE YCTPOUCTBO;

3. Tlpu wucnonws3oBanmu Wi-Fi otkmoun ¢dynknuio "OOmmit moctyn Kk (aitiam wu
npuaTepam". JlaHHas (YHKIUS 3aKphiTa MO YMOIYAHHIO, OJHAKO HEKOTOPHIE IMOIH30BATEIN
AKTUBUPYIOT €€ JUTsl yI00CTBa MCIIOJIb30BaHMs B paboTe wiu yueoe,

4. He ucnone3yii myonuunbiii WI-FI mis mepemaunm nUYHBIX JQHHBIX, HAmpuUMep s
BBIX0/Ia B COL[MAJIbHBIE CETH UJIU B AJIEKTPOHHYIO [1OYTY;

5. Ucnonp3yit Tosbko 3amuiieHHoe coenuHeHue dyepe3 HTTPS, a we HTTP, T.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun Gpynkuuio "loakmouenne k Wi-Fi aBTomatnuecku".
He nomyckait aBToMaTH4eCcKOTo MOIKIFOYCHHS ycTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacus.

CoumnajnHble ceTH

CornuanbHble CETH aKTUBHO BXOJAT B Hally >KW3Hb, MHOTHE JIOAU PA0OTAIOT U KUBYT TaM
nocTossHHO, a B Facebook yxke 3apermctpupoBaH MWILTHAp] YEIIOBEK, YTO SIBISIETCS OIHOM
CeIbMOM BCEX KHUTeNed IiIaHeThl. MHOTHE MOJb30BaTEd HE MOHUMAIOT, YTO HH(opMaIus,
pa3MelIeHHass UM B COIMATIBHBIX CETSAX, MOXKET ObITh HAMJIEHAa U MCIOJb30BaHa KEM YIOJHO, B
TOM YHUCJIEe HE 0053aTeIbHO ¢ OJIarMMH HAMEPEHHSIMH.

OCHOBHBIC COBETHI 10 OC30IIACHOCTH B COIMAJIbHBIX CCTAX:

1. Orpannup cnucok apy3eil. Y TeOs B Apy3bsX HE JOJDKHO OBbITh CIy4alHBIX U
HE3HAKOMBIX JIIOACH;

2. 3amumail cBOk0 4acTHYO *kH3Hb. He ykasbiBail maponu, TenedoHsl, ajapeca, 1aTy TBOETO
POXIEHUS U APYTyH JHWYHYIO WH(GOpPMalMio. 3I0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh JaKe
UH(OPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAaHUKYJIbI;

3. 3amuimiail CBOI pemyTaluio - IepKH €€ B YUCTOTE M 3aJlaBail cebe BOMPOC: XOTeN Obl
ThI, YTOOBI JAPYTUE MOJIH30BATEIN BUICIH, YTO ThI 3arpyxkaemib? [logymaii, pexae yeM 4To-To
OIyOJIMKOBATh, HAMMKICATh U 3aTPY3UTh;

4. Ecniu ThI TOBOPHILB C JIFOAbMH, KOTOPBIX HE 3HAECIb, HE MCIOJIb3yl CBOE peaIbHOE UM
U IPYTYIO JTUYHYIO HH()OPMALIUU: UM, MECTO )KUTEIbCTBA, MECTO Y4€OBI U MIPOYEE;

5. U30eraii pazmemienus ¢ororpaduii B IuTepHeTe, rae Tl n300paskeH Ha MECTHOCTH, IO
KOTOPOM MO>KHO OIIPENEIUTh TBOE MECTOIIOJIOKEHHUE;

6. HpI/I pEerucTpaii B COIIMAILHOM CeTHu HCO6XOI[I/IMO HCIOJIb30BATh CJIOKHBIC IMapoOJiu,
COCTOAIIUEC U3 6yKB n I_II/I(I)p 1 C KOJITMYCCTBOM 3HAKOB HE MCHEC 8;

7. Jns comuanbHOM CETH, MOYTHI U JIPYTUX CAUTOB HEOOXOJMMO HCIIOJIH30BATh pPa3HBIC
napoiu. Torga eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKU MOJIy4YaT JOCTYH TOJBKO K OJHOMY
MECTY, a HE BO BCE cpasy.

DJIeKTPOHHBIE IeHbI'H

3J'ICKTpOHHBIe JCHBI'M - 3TO OYCHb y,[[O6HBII>i CIocoo HJIaTC)KCfI, OOHAKO CYIICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH OTU ACHBI'U.

3JI€KTpOHHBIe JCHBI'H IIOSABHJIMCHh COBCEM HCAABHO M HMMCHHO H3-3a 3TOrO BO MHOTI'HX
rocyaapCTBax A0 CHUX IMOP HC NPONHUCAHO IIPO HHUX B 3aKOHAX.

B Poccuu xe oHU (PYHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, I/I€ UX Pa3JIeNsIoT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIE U HE AHOHUMHBbIE. Pa3HUIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOpBIX paspeliaercss MpPOBOAUTH omepanuu 0e3 wuaeHTUUKAUWK [O0Jb30BaTeNns, a B



HCaHOHUMHBIX I/I,ZLCHTI/I(bI/IKaL[I/ISI [I0JIL30BaTEN SIBIAETCA 00I3aTENLHOMN.

Tarke cienyer pasnuyarh 3JCKTPOHHBIE (HUATHBIE NEHBIU (PaBHBI TOCYAApCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIC He()UaTHBIC JCHBI'M (HE PaBHBI TOCYIaPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 10 0€30MacCHOM paboTe ¢ IEKTPOHHBIMH JCHbIaMH:

1. IlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii yJOOHBIH M OBICTPBINA CIIOCOO
BOCCTAHOBUTH JIOCTYI K cueTy. l[IpuBs3aHHBIA TeneOH IOMOXKET, eCiu 3a0yJelnib CBOM
MJIATEKHBINA MApOJIb UK 3aiCIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Vcnonws3yit ogHopasoBbie napoiu. [lociie nepexo/ia Ha yCUIIGHHYIO aBTOpPHU3AINIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)KH WJIU TiepexBaTa IIaTeKHOTO MapoJis;

3. BeiGepu cnoxHbIi apois. [Ipectynaukam OyaeT HE MPOCTO YraaaTh CIOKHBIA MapoJib.
Hanexxnble maposu - 3TO naposiu, KOTOpbIE coAepkKaT HE MEHEe § 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U NPONHUCHBbIE OYKBBI, HU(PHI U HECKOJIBKO CHUMBOJIOB, TaKM€ KaK 3HaK JojuIapa,
¢byHTa, BOCKJIMIIATEIbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMUHBIC JIAHHBIC HA CATax, KOTOPBIM HE JOBEPSICIIb.
DJIeKTPOHHAA MOYTA

DNEeKTpOHHAas MoYTa - 3TO TEXHOJIOTUS U MPEJOCTaBISEMBbIE €10 YCIYTU 0 MEPEChUIKE U
MOJIYYEHHUIO JJIEKTPOHHBIX COOOIICHHUH, KOTOpPBIE pacCHpeleNsaioTcs B KOMIBIOTEPHOH CeTH.
O6bruHO JJIEKTPOHHBIN IIOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLUM oOpa3zom:
UMs_TIOJb30BaTeNA(@uUMs_JoMeHa. Takke KpoMme Tepeayd TMPOCTOro TEKCTa, HMEeeTCs
BO3MOXKHOCTb IepeaaBaTh (paisibl.

OcHOBHBIE COBETHI M0 Oe30macHoil paboTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE €cThb OrpOMHBIN BBIOOP
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUlle JTOBEPATH TE€M, KOTO 3HA€Ilb U KTO MEPBBINA B
pPEUTHUHTE;

2. He yka3bIBail B JMYHOM MouTe JW4YHYI0 HMHpopMmanuio. Hampumep, nydiie BbIOpaTh
"My3bIKabHbIN (paHat@" uiu "pokx2013" Bmecto "temal3";

3. Vcnonp3yil ABYXAITAMHYIO aBTOPHU3aAIIMI0. JTO KOTJa MOMUMO TapoJisi HY>KHO BBOAHTH
KO/, pUChITIaeMbIii 1o SMS;

4. BpiOepu CIOXHBIM Taposb. [l KaXa0oro MmouyTOBOIO SIIMKA JOJDKEH OBITH CBOM
HAJEKHBIN, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecTh BO3MOXKHOCTh HANKMCATh CaMOMY CBOW JIMYHBIM BOIPOC, UCIOJB3YH 3Ty
BO3MOKHOCTB;

6. Hcnonp3yil HECKOJNBKO TMOYTOBBIX SIIUMKOB. [lepBbIil AJi1 4YacTHOW MEPENUCKH C
aJpecatamMu, KOTOPbIM Thl JIOBEpsECIb. DTO 3JIEKTPOHHBIM aJpec HE HAN0 HUCIOJIb30BaTh NPU
peructpanun Ha popymax u canTax;

7. He oTkpbIBail (haiiiel U IpyTrHe BIOKEHUS B MHCbMaX, Ja)Ke €CJIM OHU MPUIIUTA OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIA JIM OHU TeOe ATH (aiibr,

8. ITocne okoHuaHust pabOTHI HA MMOYTOBOM CEPBHCE MEpel 3aKPHITHEM BKJIAJIKH C CAaTOM
He 3a0y1p HaXKaTh Ha "Beriitu".

Ku0epOyJuIMHT MM BUPTYaJIbHOE H3/1eBATEJIBLCTBO

KubepOynnuHr - npecieoBaHue COOOLICHUSAMH, COJIEPKAIUMHI OCKOPOJICHHUS, arpeccHio,
3aIyTMBaHKE; XYJIUTAaHCTBO; COIMAJIbHOE OOWKOTMPOBAHUE C TTOMOINBIO PA3IMYHBIX WHTEPHET-



CEPBHCOB.
OcHOBHBIE COBETHI IO 60PbOE ¢ KUOEPOYIITMHIOM:

1. He Gpocaiics B 60ii. JIyumuii crmoco0: mocoBeTOBaTLCS Kak ce0st BECTH U, €CJIA HET TOTO,
K KOMY MOXHO OOpaTuUThCS, TO BHayalle YCIOKOUThCS. ECIM Thl Ha4YHENIb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHS, TO TOJIBKO eI1le 0OJIbIIE Pa30XIKellh KOH(IUKT;

2. YrpaBisii cBoel KHOeppenyTaiuei;

3. AHOHMMHOCTH B CETH MHUMas. CYH_IGCTBYI-OT CIIOCOOBI BBIICHHUTB, KTO CTOHMT 3a
AHOHUMHBIM aKKayHTOM,

4. He cTouT BeCcTH XyJWTaHCKHA 00pa3 BUPTyalbHOW XU3HH. VIHTEpHET (PUKCHpPYET BCe
TBOM JICUCTBUSA U COXPAHAET UX. Y AANUTh UX OyAeT KpailHe 3aTPYAHUTEILHO;

5. Cobmrosiaii CBOO BUPTYaJIbHYIO Y€CTh CMOJIOY;

6. Urnopupyii enuHuuHblii HeratuB. OHOPA30BbIE OCKOPOUTENIbHBIE COOOIIEHUS JIy4Ile
UrHOpUpoBaTh. OOBIYHO arpeccus NpeKpallaeTcs Ha HayaabHOU CTa UM,

7. ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COLUATBHBIX
CETSIX €CTh BO3MOKHOCTH OJIOKMPOBKH OTIIPABKU COOOIIECHUH C OMPEICTICHHBIX aJ[PECOB;

8. Ecmum Tl cBuzgerens kubepOyumHra. TBow JeHCTBHS: BBICTYOUTb IPOTUB
npecieoBaTelis, MOoKa3aTh €My, YTO €ro JeMCTBUS OLEHHBAIOTCA HETraTMBHO, MOJAEP)KaTh
KEpPTBY, KOTOPOH HYXKHA TIICHXOJOTHMYECKas IIOMOIb, COOOMIUTH B3pOCIBIM O (aKTe
arpecCUBHOIO MOBE/ICHUS B CETH.

MoonabHblii Tes1e()oH

CoBpemeHHbIe cMapT(OHBI U TUIAHILIETHI COJepKAT B ceOe BIIOJIHE B3POCIbII (PYHKIIMOHA,
U Tenepb OHM MOTYT KOHKYpPHUPOBaTh CO CTallMOHAPHBIMHU KoMmmbioTepaMu. OJHAKO, CpeACTB
3alUTHI JJIs TOJIOOHBIX YCTPOMCTB MOKa OueHb Mayio. TeCcTMpoBaHUE M MOUCK YA3BUMOCTEH B
HUX IPOUCXOJIUT HE TaK MHTeHCUBHO, Kak 1y IIK, To ke camoe kacaercs W MOOMIBHBIX
MIPUJIOKEHUN.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MPaKTUYECKU JOTHAJIM HACTOJILHBIE aHAJIOTH,
OJIHAKO pacimupeHre (yHKIMOHaIa BIedeT 3a c000i OONBIIYI0 CIO0XHOCTh W MEHBIIYIO
3aIMILIEHHOCTb.

Z[aJ'IGKO HCE BCC NPOU3BOAUTCIIM BBIITYCKAIOT 06HOBJ'I€HI/I$[, 3aKpPbIBAOIIUC KPUTHYCCKUC
YA3BUMOCTHU [JI1 CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI I 0€30IMaCHOCTA MOOWIIBHOTO TenedoHa:

Huuero e siBnsiercss mo-HacrosiemMy OeciuiaTHBIM. Byas ocToposkeH, Beap Korga Tede
npearaT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHBIE YCIIYTH;

Hymaii, mpexze ueM oTnpaButb SMS, ¢orto wiu Buaeo. Thl TOYHO 3HACIIB, T/Ie OHH OyIyT
B KOHEYHOM HUTOre?

Heo6x011M0 0OHOBIISATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
Vcnonb3yit aHTUBHPYCHBIE POTPAMMBI JJIs1 MOOMIIBHBIX TeJIe(hOHOB;

He 3arpyxail nmpuinoXeHus OT HEU3BECTHOIO WCTOYHUKA, BEIb OHU MOTYT COJEpKATh
BPEIOHOCHOE MPOrpaMMHOe 00ecrieYeHUE;

ITocne Toro kak THl BBIAACHIL C caiiTa, IZle BBOAWI JHYHYIO WH(pOpMaLHUIO, 3aiau B
HACTpOWKH Opay3epa u ynamu cookies;



IIepuonnuecku npoBepsii, KaKue IUIATHBIE YCIIYTH AKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOi HOMEp MOOUJIBHOTO TeneoHa TOJIBKO JIFOJIIM, KOTOPHIX Thl 3HACIIb U KOMY
JIOBEpsICUIb;

Bluetooth nomkeHn ObITh BBIKIIIOUEH, KOTJIa ThI UM HE MOJB3yelnibcs. He 3a0biBaii mHOTIA
MIPOBEPSTH 3TO.
Online urpsl

CoBpeMEHHBIC OHJIAWH-UTPBI - 93TO KpPAcOYHbIC, 3aXBaTHIBAIOLIUC pPa3BJICUCHUS,
OOBEAMHSIIOIINE COTHHU THICSY YEJIOBEK MO BceMy Mupy. Vrpoku HCClaenyroT TaHHBIA UM MHP,
00IIArOTCS APYT C JIPYTOM, BBIMOJIHSIOT 3aJaHKs, CPAKAIOTCS ¢ MOHCTPAMH M ITOJIYYalOT OIIBIT.
3a yIOBOJBCTBHME OHU IUIATAT: MOKYMAIOT JTUCK, OIUIAYUBAIOT a0OHEMEHT WJIH TPUOOpETaroT
KaKHE-TO OITLIHH.

Bce atu cpenctBa uIyT Ha NOAAEpKAHME M DPA3BUTHE UIPHL, a TaKkKe Ha caMy
0€30MaCHOCTb: COBEPIUEHCTBYIOTCS CHCTEMbl AaBTOPHU3ALMHM, BBIIYCKAIOTCSI HOBBIE IAaT4U
(undpoBbIe 3aMIaTKU AJIS IPOrpaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUIrpax CTOUT oOIlacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXKu
TBOCTO I1apOJIsd, Ha KOTOPOM OCHOBaHa CHUCTEMaA aBTOPHU3alINH OOJIBIIINHCTBA Hrp.

OCHOBHBIC COBETHI IO O€30IIACHOCTH TBOCTO HUI'PpOBOI'0 aKKayHTa:

1. Ecau apyroil urpok BeneT cedsl IUI0XO WM CO3/1aeT Tede HEMPUATHOCTH, 3a0J0KUPYH
€ro B CITUCKE UTPOKOB;

2. Hoxcanyﬁcx AJIMHUHHUCTPATOpaM HUI'PBI HA IJIOXOC IMMOBCACHUC 3TOI'O UI'POKA, KEJIATCIbHO
IMPUIIOKUTH KAKHUC-TO JOKA3aTCIIbCTBA B BUAC CKPUHOB;

3. He yka3piBaii TMUHYI0 HHPOPMALIMIO B Ipodaiise urpsl;
4. YBaxail Ipyrux y4acTHUKOB II0 UTPE;

5. He ycranaBnuBaii Heo(uIHaIbHbIE TATYU U MOJBI;

6. Mcnonp3yii ClI0’KHBIE U pa3Hble apoJiy;

7. Jlaxxe BO BpemMs WIPbl HE CTOMT OTKJIIKOYaTh aHTUBHpYyC. lloka Thl Wrpaems, TBOU
KOMITBKOTEP MOT'YT 3apa3uTh.

@OUINMHT WIN Kpaxka JUIHbIX JaHHbIX

OObIYHOM Kpakel JeHer M JOKYMEHTOB CEroJgHsl YK€ HHUKOIO HE YIUBHUIIb, HO C
pPa3BUTHEM HHTEPHET-TEXHOJOTUN  3JIOYMBILIJIEHHUKU IEPEMECTWINCh B HHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS " TIOOUMBIM" IETIOM.

Tak mosiBUJIacCh HOBast yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, TJIaBHAS LEJb
KOTOPOT'O COCTOMT B MOJYYEHMHM KOH(PHICHIMAIbHBIX MAHHBIX IOJIb30BaTeNeil - JIOTMHOB H
naposieil. Ha anrniumiickom s3bike phishing untaercs kak ¢ummar (ot fishing - peiOHas jg0Bis,
password - mapoJb).

OcHOBHBIE COBETHI 110 00PHOE C PUIIUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecii ThI ojj03peBaeliib, 4To TBOSI aHKeTa Obljia B3JIOMaHa,
TO HEOOXOAMMO 3a0JIOKHPOBATH €€ M COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOXKHO
CcKopee;

2. Wcnonw3yit O6e3omacHbie BEO-CaliThl, B TOM YHCJIE, HHTEPHET-MAara3uHOB U MOMCKOBBIX
CHCTEM;

3. Wcnonp3yil CIOXKHBIE W pa3Hble Mapoid. TakuM oOpa3oMm, eciau TeOs B3JIOMAIoT, TO



37IOYMBIIIJICHHUKH MTOTyYaT JOCTYI TOJBKO K OJHOMY TBOEMY NMPO(UIIO B CETH, @ HE KO BCEM;

4. Ecniu Te0s B370MalM, TO HEOOXOIUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE
00aBJICHBI Y T€OSI B IPY3bSAX, O TOM, UTO T€OS B3JIOMAIH M, BO3MOXKHO, OT TBOETO UMEHH OyJIeT
pacchlIaThes CIaM M CChUIKM Ha (PUITMHTOBBIE CAMTHI;

5. YcranoBu HanexHbIi maposib (PIN) Ha MoOuIbHEIN TenedoH;
6. OTKIIIOYM COXpaHEHUE Mapoisi B Opaysepe;

7. He otkpbiBail (haiiiibl U qpyrue BIOKEHUS B MUCbMaX, Aa)Ke €CJIM OHU IMPUIIUIH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (haiiibl.

Hudposas penyranus

[udposas penyranust - 3TO HETaTHUBHAs WM MO3UTHBHAs WHQpOpMAIMsi B CETH O TeOe.
Komnpomerupyromas nHpopmanus, pasMelieHHas B MHTEPHETE, MOXKET Cepbe3HbIM 00pa3zoM
OTpa3uThCs Ha TBOeH peasibHON ku3HU. "Lludposas penyranus" - 3To TBOW MUMMIK, KOTOPBIN
dbopmupyetcs u3 uHbopMaIuu o Tebe B UHTEPHETE.

TBoe MecTo KHUTeNbCTBA, y4eObl, TBOE (PMHAHCOBOE IOJIOKEHHE, OCOOEHHOCTH XapakTepa U
pacckassl 0 OJIM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue MmoJIpoCTKH JISTKOMBICIEHHO OTHOCSTCA K MyONMKalMW JUYHOM MH(OpMaluu B
HHuTrepHeTe, HE TIOHMMAas BO3MOXHBIX MOCIHEACTBUN. Thl Jaxe HE CMOXKEIb J0rafarhbCs O TOM,
yto oTorpadusi, pazMelIeHHas 5 1eT Ha3aJ, cTaja IPUINHON 0TKa3a MPHUHATH TeOs Ha padoTy.

KommenTapuu, pasmenienue tBoux (otorpaduii u apyrue AeMCTBHUs MOTYT HE HCUE3HYTh
JaKe MOCJIe TOTO, KaK Thl HX yJAIHIIb. Thl HE 3HACIIb, KTO COXPAHIII Ty WH(OPMAIIHIO, TToTalia
JU OHA B TMOWCKOBBIE CHCTEMBI M COXPaHWJACh JIM OHA, a TJIABHOE: YTO MOAYMarT O Tebe
OKPY>KaIOIIME JIFOJN, KOTOPble HAMIYT W YBUIAT 3T0. Haiitu mHdopmaiuio MHOTO JIET CITyCTs
CMOET JII000H - Kak M3 J0OpHIX MOOYKIEHHH, TaKk U ¢ HaMEPEHHEeM MPUYUHUTH Bpea. JTO
MOET OBITh KTO YT'OJTHO.

OcHOBHBIE COBETHI MO 3aIuTe HU(POBOI penyTanuu:

1. Tlomymaii, mpekae yeM 4YTO-TO MYOJNMKOBaTh W IepeaaBaTh y ceds B Ojore uiu B
COIIMAILHOM CETH;

2. B HacTpolikax mpouis ycTaHOBU OTpaHUYEHHs HAa MPOCMOTP TBOETO MPOQUIS U €ro
COJZIEP’)KUMOT0, CIIENal ero TOJIbKO "Il Ipy3en';

3. He pasmemaii u He ykaspiBaili WH(OpMAIIHIO, KOTOpask MOXKET KOTro-IM00 OCKOpOJISThH
WA OOVKATh.

ABTOpCKOE PaBo

CoBpeMeHHbIE MKOJbHUKHU - aKTUBHBIE MMOJIB30BaTeNH MUGPOBOTO mMpocTpancTBa. OIHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJH30BaHWE MHOTMMH BO3MOXXHOCTSMHU IU(GPOBOrO MUpa Tpedyer
COOJTI0ICHHSI TIPAaB HA MHTEIUICKTYAIbHYIO COOCTBEHHOCTb.

Tepmun "HHTeNIEKTyalbHas COOCTBEHHOCTh" OTHOCHUTCS K Pas3JIMYHBIM TBOPEHUAM
4eJI0BEYECKOro yMa, HauMHasi C HOBBIX M300pETeHUH U 3HaKOB, 0003HAYAIONINX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIAyrdM, W 3aKaHyuBas KHUramu, Qororpagusmu, KUHOQWUIBMAMHU U
MY3bIKQJIbHBIMU ITPOU3BEICHUSMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha WHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha IPOU3BENICHUS
HayKH, JUTEPATYPhl U UCKYCCTBA. ABTOPCKHUE MTPaBa BBICTYNAIOT B KAYE€CTBE TAPAHTHUU TOTO, YTO
MHTEIJICKTYaTbHBIM/ TBOPUECKUN TPYA aBTOpa He OymeT HampacHBIM, AAcT €My CIIpPaBEeIUBBIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyHAa, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.



Huxkro 6e3 paszpemieHust aBTopa HE MOXKET BOCIIPOM3BOIUTDH €r0 IMPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAABATH, HMMIIOPTHPOBATH, IyCKaThb B MPOKAT, MyOIUYHO
UCTIOJIHATD, I0KA3bIBaTh/UCHOIHATH B 3(Hpe WK pa3melaTs B IHTepHeTe.

Hcnonp3oBanue "mUpaTckoro" MporpaMMHOTO OOECTIEYEHUsI MOXKET NMPUBECTH K MHOTHUM
pHCKaM: OT IMOTEPH JAAHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKM TBOETO YCTPOWCTBA, T/
yCTaHOBJICHA HeJerabHas mporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHbIC
U OecIuIaTHBIE TPOTPaMMBbI, KOTOPhIE MO>KHO HAWTH B CETH.



